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Abstract—Performance analysis of double watermarked
image transmission over the Rician turbulence FSO channel
was carried out in this paper. First, we have considered the
importance of copyright, robustness of watermark in FSO
transmission and presented some algorithms for watermarking.
Then, simulation of FSO transmission of double watermarked
image over Rician channels has been carried out and obtained
simulation results have been shown graphically. Quality of the
extraction of the primary watermark and the secondary
watermark was discussed in the function of FSO channel link
parameter K value.

Index Terms—FSO transmission; Rician channels;
watermarking, image processing; discrete wavelet transforms.

1. INTRODUCTION

Exchanging of multimedia data (pictures, video, audio...)
has become widespread with daily based usage of novel
wireless technologies and rapid growth of digitization. In
such environments copyright protection has risen as major
issue. In such applications often some additional information
(visible or invisible) incorporated into the transmitted data,
is used with the aim of proving the ownership of the author,
i.e. distributor, is very common in the practice. Inserting the
hidden information into digital data for the purpose of
proving the copyright is called a digital watermark [1]. Some
basic characteristics of digital watermark are insensitivity,
robustness, capacity, non-inverse and ability to provide
indisputably positive proof of ownership [2]. For inserting
the watermark in the data, many transformations could be
used such as Discrete Cosine Transformation (DCT) [3],
Discrete Wavelet Transformation (DWT) [4], Singular
Value Decomposition (SVD transformation) [2], [5], and
many other combinations of them are used for watermarking.

Development of transmission systems has led to the use of
high-data-rate  free-space optical (FSO) transmission
systems. Contrary to radio frequency (RF) transmission,
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FSO transmission possesses some properties (power
concentration in a narrow beam, absence of wave
interference, no need for free Fresnel zone obtainment, full
duplex transmission possibility, small practical realization
complexity, license-free transmission...) which favours the
usage of FSO in many transmission scenarios. Also, short
dimensions of wavelengths are used for FSO, which causes
some other transmission advantages. Nevertheless, FSO
transmission possesses some minor disadvantages, such are:
acquisition and pointing are more complicated, attenuation
can be caused by various atmospheric factors (i.e.
turbulence, sun, fog, rain...).

Principal performance impairment that deteriorates link
performance in FSO communications, especially for long
distance transmissions is atmospheric turbulence-induced
fading [6]. Temporal and spatial fluctuations of the laser
beam that occur as a result of variations in the refractive
index, caused by atmospheric turbulence and manifest as
irradiance fluctuations in the received signals, are called
FSO fading or scintillation. Very intensive FSO
broadcasting of digital image and other data at high transfer
speed (up to 10 Gb/s) for typical fade durations of few
milliseconds, could cause inaccurate transmission or losing a
large number of consecutive bits, which would result in
higher bit-error rate (BER). Developing a number of FSO
models in literature has been carried out due to the need of
accurate prediction of the link performance under desired
atmospheric  conditions.  Statistical  distribution  of
atmospheric turbulence has been modelled with various
models that provide excellent agreement between theoretical
and experimental data, such are log-normal turbulence
model, K distribution model [7] and Gamma-Gamma model
[8]. In [9] performances of image transmission over FSO
channels, but without digital watermarking, were analysed.

In this paper, performance analysis of double
watermarked image, transmitted over FSO transmission
through Rician channel was carried out. In Section II the
pseudocode of watermarking method and Rician FSO
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transmission has been presented. Obtained simulation results
and performance analysis are presented in Section III
Concluding remarks are given in Section IV.

II. SYSTEM MODEL

At the aperture plane of the receiver, received FSO signal
is modeled as

E, (t,r) = us(0)exp(j27 fot + OO)) exp[ x(r) + jp(r)], (1)

where r is the position vector on the receive aperture plane,
f is the optical carrier frequency, and u(f)exp(jO(¢)) denotes
the complex envelope of the modulation signal. Here, y(r) is
the turbulence-induced amplitude fluctuations and ¢(r) is the
phase variations of the channel.

Assuming that the receiver integrates photocurrent for
each bit period and removes bias due to background
illumination [10], the photocurrent output is modelled as

yr (@) =xr()+np(0), 2

where n7(f) denotes Additive White Gaussian Noise
(AWGN), has zero mean and variance of

o2 = Bse’nx A2D2, 3)
21f,
where e denotes the electron’s charge, 4 is the Planck’s
constant, # is the quantum efficiency of the photodetector, B
is the signal bandwidth, D is the aperture diameter of
receiver, and 4 denotes the amplitude of Local Oscillator
(LO) field at the demodulator.
Information carrying part of signal can be modeled as

enm
xr(t) =
7(?) .

AD?ug(H)Re{aexp(j27 fipt + O (1))}, (4)

c

where fir = f-fro is the equivalent signal frequency, fio is
local oscillator frequency, ;r is the equivalent signal phase
and a represents the effective FSO fading fluctuation of the
channel. As shown in [11], [12], in order to model
simultancous effects of turbulence-induced amplitude
fluctuations and phase aberrations, the Probability Density
Function (PDF) of FSO fading amplitude will be modeled
with Rician distribution, as

2,2
fa(a!)= 205(1_'2|'K)67K7(1+K)a e [0 [2@
o

L;K)}(S)

[21

where Iy(x) is the zeroth-order modified Bessel function of
the first kind [13], while parameter K, given by [12], stands
for the ratio of the strength of the coherent component to the
incoherent one in the detected field

a2

K =

-1 ’ (6)

—4 2 2 2 2 22
\/ar +2a, (O-i -o,)—(o; —0})

and
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a® :01~2+Ur2+a_,2, (7)
with parameters from (7), expressed in the terms of
wavenumber, k=2x/A, the refractive index structure
constant, and the propagation distance as in [12].

Finally, received instantaneous Signal-to-Noise Ratio
(SNR) of the system after demodulation is given as

= sz = ﬂ”_Dz a?, (8)
c,” MW.Bs 4

where I=|u,(¢)]® is the average intensity of the optical field,
and Py is the output signal power.

Algorithm for simulation of FSO transmission [14] of
double watermarking image is accomplished in two phases
consisting of the following steps:

Phase 1, Step 1: Form watermarked digital image 4" (8-
bit's) is created vector. Step 2: Obtained vector, with decimal
elements, is translated to a vector with binary elements B
dimension 24 x M x N. Step 3: On vector B is applied
Binary Phase Shift Keying (BPSK) modulation x=2-B-1 .
BPSK is modulation scheme that conveys data by changing
the phase of a carrier wave by using two phases that are
separated by 180°. This modulation is the most robust of all
the PSKs since highest level of noise or distortion is
necessary to make the demodulator reach an incorrect
decision. Step 4: The BPSK modulated signal is transmitted
trough the Rician turbulence channel: y =hxx+n, with A

being vector that encompasses the influence of Rician
fading, whose samples are generated according to (5), with
respect to the parameter K, the ratio of the strength of the
coherent component, defined as in (6). Vector n
encompasses the channel AWGN of defined SNR level. Step
5: Grey decoding with hard decisioning has been provided

on Y, and vector B has been obtained. Step 6: Resulting

watermarked digital image A" is obtained from vector B .
Phase 2, Step 1: From received data (watermarked 8-bit's
image) X is created vector V with decimal elements. Step 2:
Obtained vector is translated to vector with binary elements B;
dimension 24 X M x N. Step 3: On vector V is applied Binary
Phase Shift Keying (BPSK) modulation B =2xV -1.

Binarysed vector V" is BPSK modulated and obtained vector
By. Step 4: Vector n encompasses the channel AWGN noise
of the defined SNR level, and 6 component is obtained
depending on the total power of Line-of-Sight (LOS) path
and scattered pats. Step 5: Vector with the influence of
Rician fading 4, whose samples is generated according to
(5), with respect to the parameter K, and the ratio of the
strength of the coherent component defined in (6) is
obtained as random component with following: h=oxn.
Step 6: Gray decoding with hard decisioning has been

provided on Y: Y =hxB +n, and vector 71 has been
obtained. Step 7: Resulting watermarked digital image X_2

vector is obtained from vector 71 .

Watermarking process papers consists of the following
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algorithms, according to the [15] and [16]:

Algorithm 1: inserting of the secondary watermark in the
primary watermark. Algorithm 2: inserting of the primary
watermark in the image. Algorithm 3: Extraction of the
primary watermark from the image. Algorithm 4: Extraction
of the secondary watermark from the image.

1) Algorithm 1

Algorithm of the insertion of the secondary watermark in
the primary watermark is realized through the following
steps:

Step 1: The first level of the DWT transformation is
executed over the primary watermark Wp size (M/2) x (N/2).
Step 2: On the secondary watermark Ws size (M/4) x (N/4),
SVD transformation is applied. Step 3: SVD transformation
is applied to all four subbands of the primary watermark

WP*k = Uk z*k sz: ke {1527354}

wp 2w, o where

presents

quadrants of DWT transformation of the primary watermark
(LL, LH, HL and HH). Step 4: The singular values of all
sub-quadrants of the primary watermark are modified with

the singular values of the secondary watermark
EIVCVPS :Z];VPJraxZWS. Step  5: Inversion of SVD

transformation is applied for obtaining the sub-quadrants.
Step 6: The firs level of Inverse DWT transformation is
applied for obtaining the primary watermark in which the
watermark Wps is embedded.

2) Algorithm 2

Algorithm of the insertion of the primary watermark in the
image is realized by the following steps:

Step 1: The first level of DWT transformation is applied
to the original image A size MxN. Step 2: The Zig-zag
sequence is applied to obtained subbands followed by
construction of non-overlapping quadrants. Step 3: Over

quadrants Ai, As, As, Ay, A¥ =UKSAVAT ke (1234}

obtained in such way, SVD transformation is applied. Step 4:
SVD transformation is applied to primary watermark Wps,

Wing = Unwpg Zwpg VVZ/WPS . Step 5: Singular values of non-

overlapping rectangles are modified with singular values of
. kK _ vk .
the new primary watermark X dpg = h2 Ap +a-2WPS . Step 6:

Inverse SVD transformation is applied for obtaining of the
subbands. Step 7: From the obtained non-overlapping
rectangles a vector is constructed, over which the primary
inverse zigzag transformation is applied to regain the non-
overlapping quadrants. Step 8: The inverse DWT
transformation is applied to rectangles obtained in Step 7 to
obtain an image with embedded watermark Ay.
3) Algorithm 3

Algorithm of the extraction of the primary watermark
from the image is realized by the following steps:

Step 1: The first level of DWT transformation is applied
to the watermarked image Ay size M x N. Step 2: The Zig-
zag sequence is applied to obtained subbands followed by
construction of non-overlapping quadrants. Step 3: Over

quadrants Ai, As, As, Ay, A¥ =UKSAVAT ke (123.4)

obtained in such way the SVD transformation is applied.
Step 4: Singular values are extracted from the non-
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overlapping rectangles. Step 5: Inverse SVD transformation
is applied to obtain sub-bands. Step 6: From the obtained
non-overlapping rectangles a vector is constructed, over
which the primary inverse zig-zag transformation is applied
to regain the non-overlapping quadrants. Step 7: The Inverse
DWT transformation is applied to rectangles obtained in
Step 6 to obtain extracted primary watermark W..
4) Algorithm 4

Algorithm of extraction of secondary watermark from the
primary watermark is realized through the following steps:

Step 1: The first level of DWT transformation is applied
to primary watermark Wy. Step 2: SVD transformation is
applied to sub-bands obtained from watermark Wp,. Step 3:
The singular values of the secondary watermark are
extracted from each quadrant. Step 4: The inverse SVD
transformation is applied to obtain extracted secondary
watermark Wse.

1.

To simulate FSO transmission of watermarked images
over the Rician turbulence fading channel following
experiment is conducted: Step 1: Original image is
watermarked with watermarking coefficient a;=0.25 (for
primary watermark) and a,= 0.1 (for secondary watermark).
Step 2: On watermarked image A* is applied BPSK
modulation. Step 3: BPSK modulated signal has been carried
through Rician turbulence fading channel with AWGN. Step
4: Image has been reconstructed at the reception after
performing Gray decoding with hard decisioning. Step 5:
From reconstructed image watermark is extracted.

The imperceptibility of the watermark and quality of the
transmitted image is quantified by Peak Signal-to-Noise
Ratio (PSNR)

SIMULATION AND PERFORMANCE ANALYSIS

n p—
PSNRlelogIO2 l, 9)
MSE
where MSE denote Mean Square Error between
watermarked image and the transmitted image
2
(%~ )
MSE="—w— (10)
M xN

where i=1..M, j=1..N . The similarity measure between

the original and transmitted image and watermark is
evaluated by Normalized Correlation (NC) [5]

Z(Wz‘j)

y

NC = 5 = (11)
\/Z(xfj) \/ZM)
i i
where i =1...M, j=1...N and BER
Z[(xij)l]z ®|:(yij)l:|2
BER =1 , (12)
M xN
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where i=1..M,j=1.N,I=1..n x; is pixel of original
image, y; is pixel of restored image, n-number of bits,
M x N-the size of the image, and @ denotes EXOR operator
over each of n pair of bits from x;; and yj;.

In this experiment are used images presented on:
Fig. 1. used as primary watermark (butterfly image, size
256 x 256), on Fig. 2. used as secondary watermark (star
image, size 128 x128), and images presented on
Fig. 3. used as original images (Lena, Girl, Baboon and
Peppers, size 512 x 512).

I
Fig. 1. Primary watermark image-Butterfly.

Fig. 2. Secondary watermark image-Star.

(©)
Fig. 3. Original images: a) Lena, b) Girl, ¢) Baboon and d) Pappers.

d

On Fig. 4 is presented quality measurement, PSNR for
diferent transmitted images. On Fig. 5 is PSNR for extracted
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primary watermark from transmitted images on Fig. 6 is
presented PSNR for extracted the secondary watermark from
transmitted images.
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Fig. 4. PSNR for transmitted images: Lena, Girl, Baboon and Peppers.
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Fig. 5. PSNR for extracted primary watermark from transmitted images:
Lena, Girl, Baboon and Peppers.
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Fig. 6. PSNR for extracted secondary watermark from transmitted images:
Lena, Girl, Baboon and Peppers.

On Fig. 7 is presented quality measurement NC for
different transmitted images, on Fig. 8. is presented NC for
extracted primary watermark from transmitted images and
on Fig. 9 is presented NC for extracted secondary watermark
from transmitted images.

Analysing diagrams presented on Fig. 8 and on Fig. 9 one
can be notice, that for parameter K value K >4 primary
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watermark can be extracted with satisfied quality, secondary
watermark is more robust and it can be extracted with
satisfied quality with less value of parameter K.

1,0005 . . . ; ; ; : :

1,0000 - £
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K 0.9990 Images
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Fig. 7. Normalized correlation for transmitted images: Lena, Girl, Baboon
and Peppers.
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Fig. 8. Normalized correlation for extracted primary watermark,
transmitted images: Lena, Girl, Baboon and Peppers.
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Fig. 9. Normalized correlation for extracted secondary watermark from
transmitted images: Lena, Girl, Baboon and Peppers.

Quality measurement BER for transmitted images over the
Rician turbulence fading channel with AWGN for different
value of parameter K are presented on Fig. 10 for image
Lena, on Fig. 11 for image Girl, on Fig. 12 for image
Baboon, and on Fig. 13 for image Peppers.
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Fig. 10. BER for transmitted image Lena for different value of parameter
K.
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Fig. 11. BER for transmitted image Girl for different value of parameter K.
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Fig. 12. BER for transmitted image Baboon for different value of

parameter K.

As expected, FSO communication channels are prone to
erroneous transmission, because influence of the weather
conditions decreases transmission and image robustness.
Analysing diagrams presented on Fig. 4-Fig. 13 one can
notice, that for FSO channel parameter value K =4 quality
measurements for transmitted image and extracted
watermark reaches values that are satisfied, transmitted
images are visibly undestroyed.
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Bit Error Rate

1E4

20

Eb/No (dB)
Fig. 13. BER for transmitted image Peppers for different value of
parameter K.

Iv.

We have analysed performances of last mile FSO
transmission of the double watermarked image channel over
the Rician turbulence channel. The purpose of paper was to
provide theoretical analysis of low complexity FSO system
with watermark image transmission, which could be
implemented. Obtained values for standard performance
measures at the reception: PSNR, NC, and BER, have been
analysed as a function of FSO link parameters, in order to
determine optimal system parameter values for obtaining
necessary quality of service at the reception. It has been
shown that for FSO channel parameter K value K >4,
quality measures for transmitted images and extracted
primary and secondary watermarks reach satisfactory values
of PSNR, NC (NC > 0.85) and BER. By applying analysis
presented in this work, FSO link designers can estimate
system parameters boundary values for achieving required
values of PSNR, NC, and BER in similar last mile
transmission scenarios of digital watermark image.

CONCLUSIONS
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